
Government of P.E.I. Cyber Security
Implementing an Intrusion Prevention System



Government Network

• 10,000+ Windows based workstations

• 750 servers Windows server/Linux

• 3 networks separated via firewalls – Core, Health and Education



IPS Path

• Started in 2014 with a dashboard presentation to incoming COO

• Built support at senior management level

• Determined that a managed service was our preference

• Held discussions with private sector to determine appropriate costs

• Submitted capital request 

• Issued RFP for a Security Operations Centre (SOC) and a Network 
Operations Centre (NOC)

• Only one vendor response received 



IPS Design



Tuning Process

• Allow at least 2 weeks 

• Determine which systems communicate with external sources

• Use existing firewall rules

• Check with user community 



Benefits



Benefits



Lessons Learned

• Involvement 

• Vendor expertise (experience and product)

• Compatibility between network and IPS

• Back out plan

• Communication processes with vendor

• Communication/consultation with users



Current State

• Compatibility issue forced system back to monitor mode

• Plan to start blocking in late October (based on consultations with client 
community)

• Final implementation will be the Provincial Health Network



Questions?


