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Reporting Scams
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Agenda
 Mandate

● Cyber Centre

● RCMP

● NC3

● Canadian Anti-Fraud Centre

● SPAM Reporting Centre

 Who should you report to

 Scenarios
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CSE Act - CSE’s Mandate 



CERRID #######

PAGE 4

UNCLASSIFIED

RCMP Mandate
Strive to 

prevent crime

Investigate 
crimes

Enforce 
federal, 

provincial/ 
territorial, and 
municipal law

Keep 
Canadians 

safe

National, federal, provincial, and municipal 
policing mandates. From coast to coast to coast,
at the community, provincial/territorial and 
federal levels these are the following mandates:
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National Cybercrime Coordination Unit (NC3)

While managed by the RCMP, the NC3 will serve all Canadian 
police agencies as a National Police Service. Working with 

Canadian law enforcement agencies, government and private 
sector partners, the NC3 will: 

Collaborate extensively to 
coordinate, synchronize 

and deconflict cybercrime 
investigations in Canada 
and work with partners 

internationally to combat 
a wide range of 

cybercrime incidents; 

Provide digital 
investigative advice and 

guidance to Canadian 
police; 

Produce cybercrime 
intelligence for Canadian 

police, and; 

Create a national system 
for individuals and 

businesses to report 
cybercrime online. 
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Candian Anti-Fraud Centre Mandate

CAFC is jointly managed by the RCMP, the 
Competition Bureau Canada, and the Ontario 
Provincial Police. This organization help citizens 
and businesses:

report fraud

learn about different types of fraud

recognize the warning signs of fraud

protect themselves from fraud

disrupting crime

strengthening the partnership between the private and public sectors

maintaining Canada's economy

CAFC provides information to law 
enforcement and governments in 
Canada and around 
the world. 

Canada's central repository for information about fraud. 
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SPAM Reporting Centre - ISED
 Collaborates with Canadian Radio-television and 

Telecommunications Commission (CRTC), the Competition Bureau, 
and the Office of the Privacy Commissioner (OPC).

 Ensures compliance with Canada’s Anti-Spam Legislation (CASL).

 Allows Canadians to report any SPAM they have encountered.
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Who to Contact?
• Child exploitation, trafficking of child porn, sextortion 
etc.

• Cybercrime

• Ransomware, Money Laundering, Identity Theft, 
Cyberbullying, etc.

• If you receive personal phishing email, telemarketing, 
tax scam

• For urgent cyber incidents, malware sharing. General 
Advice and Guidance.

• Email and web-based spamSPAM Reporting  
Centre
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EXAMPLES OF SCAMS
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Ref – resourcesforlife.com

Scenario 1
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Who to Report to?
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Scenario 2
Dear Customer,
We noticed a balance of $ 331.71 remains outstanding on your 
account.

Please be advised if you do not make a payment for the outstanding
balance, your service(s) may be suspended for non-payment within
14 to 25 days from the date of this email.

If your service(s) are suspended, a fee of $35.00 may be applied to
your account. For more information on these charges, please visit: 
https:www.rogers.com/signin and log into MyRogers account.

Thank you,
Rogers Communication

https://bad-url/
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Who to Report to?
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Scenario 3

Hi, I’m David from LinkedIn. I am in need of 
virtual personal assistant for 10 hours 
weekly at $500/week. Interested? Email
Dpear667@hotmail.com for more details.

mailto:Dpear667@hotmail.com
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Who to Report to?

Forward to SPAM (7726), most cell phone providers offer the service.
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➢ John clicks on an attachment that contains malware. 

➢ The malware harvests John’s email contacts and sends email on his 
behalf. The malware leads to a Ransomware attack.

➢ Joan receives an email from supposed John with an attachment. AV 
tells that the email contains malware. 

➢ John contacts Joan and tells her he has been compromised.

 Question: Does Joan need to report her potential compromise?

Scenario 4
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Who to Report to?

Local law enforcement
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A cloud tenant account is charged per minute.  A 
review of the logs has identified that an account has 
been used to rack up a big bill.

Scenario 5
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Who to Report to?

Required by Law

Guidance

Reporting



CERRID #######

PAGE 20

UNCLASSIFIED

Your network has been penetrated. 

All files on each host in the network have been encrypted with a 

strong algorithm.  No decryption software is available in the 

public. Do not reset or shutdown as files may be damaged.

To get info (decrypt your files) contact us at: 

LindaMccann@protonmail.com

You will receive bitcoin address for payment of 2 bitcoins ($26k 

CAD) in the reply letter.

You have 72 hours to pay after which your files will be 

destroyed.

We have made a copy of the data so if you think about not paying 

it will be posted on the internet.

Scenario 6

mailto:LindaMccann@protonmail.com
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Who to Report to?

MSSP

Local law enforcementRequired by Law

Guidance

Support
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 Fraudulent website: https://hrdc-dhrc.ca 

Scenario 7
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Who to Report to?
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Scenario 8
 Fraudulent Call: (Robot call)

The reason behind this call is to notify you that we have registered a criminal case against your 
name concerning a tax evasion and tax fraud in the federal court house. So if you want any 

further information about this case, please make sure you give us a call back as quick as 
possible to our direct hotline number to the Canada Revenue Agency Headquarters. That is 613-
927-9919, I will please repeat the number, it is 613-927-9919. If we don’t receive a call from your 
side, please be prepared to face the legal consequences, as the issue of tax is extremely serious 

and time-sensitive. So have a blessed time.
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Who to Report to?

Organization who 
supposedly called
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Scenario 9
 Your organization is a Critical Infrastructure. 

● You are experiencing a cyber incident. Your organization is looking for 
guidance.

● You have malware you would like analyzed. 
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Who to Report to?
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CONNECT WITH US

contact@cyber.gc.ca

www.cyber.gc.ca

@cybercentre_ca

@cse_cst

To report fraud:
Canadian Anti-Fraud Centre
1-888-495-8501
www.antifraudcentre-centreantifraude.ca

To report a cybercrime:
Local police or 
Royal Canadian Mounted Police
www.rcmp-grc.gc.ca

To report Spam:
Spam Reporting Centre
spam@fightspam.gc.ca
www.fightspam.gc.ca

http://www.antifraudcentre-centreantifraude.ca/
http://www.rcmp-grc.gc.ca/
file:///C:/Users/atomas/AppData/Roaming/OpenText/OTEdit/EC_content_server/c56060722/spam@fightspam.gc.ca
http://www.antifraudcentre-centreantifraude.ca/

