PSCIOC Information-Sharing Template — February 2018

Information Sharing was prepared for the PSCIOC Meeting of February 2018 and not to be shared outside of the Council.

JURISDICTION: New Brunswick

Contact

1. Accomplishments:
Briefly highlight major IT/IM
accomplishments,
progress, and/or
significant milestones
achieved in your
jurisdiction over the past
6 - 12 months.

GNB has completed its draft Digital Transformation Strategy. The document is currently being
socialized in preparation to being brought to Cabinet for approval.

The project plan will see follow-up strategic planning documents prepared in the following areas:
Enterprise Risk Management

Cybersecurity

IT Strategy

IM Strategy

MyLabs - Also, currently underway is a design- thinking project with the concept of obtaining
medical lab results over a smartphone or tablet. This is GNB’s first foray into Citizen centric design
using an agile approach to development.

ERP - GNB is in the first stage of a multi stage procurement process to obtain ERP
software. Vendor demos have been completed, pricing analysis is underway and concurrent
negotiations will commence in the new year.

The Province’s Right to Information and Protection of Privacy Act (RTIPPA) legislation has been
updated and modernized. This is aimed at improvements with:

e RTIresponse, appeal, and compliance times

e The investigation reporting process

e Delegation of authority

e Clarity around the collection and sharing of personal information required to provide

services
o FEtc.

GNB is also considering moving the handling of RTI requests to a central services body. This will
assist in ensuring that a consistent approach is being used and will enable better capacity and
demand management.

Digital ID - GNB's Provincial Digital ID initiative is moving forward, a vendor has been sourced to
move from a proof-of-concept to a production pilot in 2018. The vendor is developing the test
environment as we currently. This environment will support two digital applications as part of the
pilot
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Telecom Strategy — for the past few months GNB has been working on developing a Telecom
Strategy to be used moving forward to address our business needs in local access, long distance
and mobile. As part of this process we have issued an RFI to gain an appreciation of the Atlantic
Canada telecom market. This will be used feed the strategy.

Information Management - The Digital Transformation Strategy for NB remains our highest priority,
focusing on the strategic areas of: digital programs and services, information technology,
information management, cybersecurity, and enterprise risk management.

A significant amount of work has been in the IM stream including:
e Areview of the Records Management Policy resulting in a draft Information Management
Policy which incorporates requirements for data management.
e A draft Information Management Assessment Tool and accompanying guide was developed
to measure IM maturity and current state within public bodies.

Hardware and software was acquired to develop a Centralized Digitization Program. The program is
intended to provide digitization and digital storage services to external as well as internal clients.

Enterprise Risk Management (ERM) — GNB’s ERM Framework is in the late approval stages. The
ERM program team has been partnering with a crown corporation in a pilot project, leveraging the
draft framework material and the maturing risk management effort of the corporation. Crown
corporation wide risk assessment sessions were held and identified risks were entered in the
operational GNB Risk management tool (RSA Archer GRC).

GNB Part | departments were asked to complete a departmental risk template as part of their
budget submission for the 2018-2019 fiscal year. With a simple format, identified risks, description,
probability, impact and priority values were submitted.

BCP & DRP — Treasury Board is in the process of developing a BCP and DRP policy and
framework, with the intention of providing direction and guidance to GNB departments towards
having and maintaining mature business continuity and disaster plans

Cyber Security Policy and Directives — GNB has completed a review of its cyber security policy and
directives and chosen Policy Pro for its framework. Policy Pro provides practical directives out of the
box that are relevant to all levels of government from the board to the floor, and available to vendors
through our corporate intranet.

Security Operations Centre — GNB successfully stood up its hybrid Security Operations Centre
(SOC) earlier this year and has been working toward implementing real-time threat detection and
automated response capabilities.

Robert.loughlin@gnb.ca

Stephanie.dupre@gnb.ca

Dwight.ganong@gnb.ca

Diane.Bishop@qgnb.ca

Burt.shaw@gnb.ca

Burt.shaw@gnb.ca



mailto:Robert.loughlin@gnb.ca
mailto:Stephanie.dupre@gnb.ca
mailto:Burt.shaw@gnb.ca
mailto:Burt.shaw@gnb.ca

Cyber Security Strategy — GNB is completing a comprehensive five-year cyber security strategy that
supports the GNB Digital Strategy. Based on extensive consultation with internal and external
stakeholders, business partners and Academia, it focuses on

e Being agile and resilient in the face of today’s escalating threats

e Mastering cyber security fundamentals such as timely systems patching

e Adopting a risk-based approach that balances budget, security and usability.
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2. Priorities:

Briefly describe what your
organization sees as its top
IT/IM priorities/initiatives
over the next 12 to 36
months.

Digital Strateqy - The Digital Transformation Strategy for NB still remains our highest priority,
focusing on the strategic areas of: digital programs and services, information technology,
information management, cybersecurity, and enterprise risk management.

With the acceptance of this strategy, a significant amount of work will be done to transform GNB
and the way it conducts its business.

In preparation for this, GNB has prioritized refreshing its governance processes and looks to mature
them over the next 12-36 months. Specific initiatives will focus on:

e An Investment Management board

e Reinforced IT Governance
e Updated EA Governance
[ ]

MyLabs — Explore the design thinking results of MyLabs for future value and replicate best practices
into other projects.

GNB'’s Provincial Digital ID capability has moved from the proof-of-concept phase to a production
pilot. EID remains a foundational capability needed to enable GNB’s Digital Services
transformation.

Telecom Procurement — Enter the procurement phase of our Telecom project, and implement
solutions as described in our Telecom Strategy. This will bring new tools and capabilities to our
customers.

RTIPPA - Proclamation of the RTIPPA amendments

Information Management - ERP - GNB has is in the process of evaluating and selecting a new ERP
system. This will help address our need to replace numerous legacy financial and human capital
management systems and will be an up-to-date platform upon which to build.
In order to prepare for this:
e An enterprise approach to overall data management is being developed (beginning with a
focus on governance and data quality)

o A framework to adopt or develop enterprise data standards is being drafted.
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As the development of a Centralized Digitization Program is underway, GNB is in the process of
acquiring preservation software for the long term storage and preservation of digital information.

Enterprise Risk Management (ERM) — Obtain approval and publish ERM policy and Framework.
Use a customer focus to show value, by collaborating with departments, when assistance is
requested, to augment the newly implemented Budget submission risk process and enable
departments to use risk information as decision support information for broader decision making

BCP & DRP — using a top-down / bottoms up approach, bring forward BCP policy and framework to
provide directions, and engage/work with individual departments to provide value on a case by case
basis to assist in the creation of BC / DR plans relevant to IT solution changes.

Cyber Security Policy and Directives - to approve and publish Policy Pro directives as the
foundation for Cyber Security direction across GNB and document necessary processes for
modifying / revising Cyber security directives into the future

Cyber Security Strategy — Complete and publish the Cyber Security Strategy, including planned
priorities and implementation timelines. Move to execute the plan, with the goal of improving GNB’s
Cyber Security posture year over year.
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3. Issues and Needs:
Briefly describe any issues
you would like to share
with the Council and what
assistance you might be
seeking from PSCIOC.

We would like to see a more formalized process within the PSCIOC structure in doing and providing
information relating to jurisdictional scans. Currently the Policy sub-committee is used as the
conduit for receiving and respond to surveys. This is done in a “best effort” and ad-hoc manner.
Perhaps PSCIOC should form a separate sub-committee to champion this work.

We would appreciate insights on moving Cyber/ERM policy/directives to the internet and hearing
about any issues experienced with moving the material to the public area; for example copyright or
sensitivity issues in particular. Note that education and awareness material in both Cyber and ERM
are of interest.

Any experience and insights that provinces have on overall IM governance frameworks and
structures would be of interest
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4. Topics of Interest:
Please identify topics of
interest to your jurisdiction
for future PSCIOC meetings
/teleconferences.
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