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ENGAGEMENT OBJELTIVES

@ Background

» Food services industry is a heavily regulated sector
» Average restaurant in Ontario must ensure compliance with over 25 provincial statutes
« Many process interdependencies among the cross-jurisdictional regulatory bodies

« Burden is on the business start-up to move the process along by proving to one agency completion of activities with
another

« Government of Ontario, Federal Government, and City of Toronto have been collaborating to identify
opportunities to reduce administrative burden on restaurant businesses in the City using digital services

@ POC Goals

» Learn about the Distributed Ledger Technology and its fit in government service delivery infrastructure

 Validate the use of blockchain as an enabler for sharing of client data among government agencies
and with external 3" parties

» Evaluate use of blockchain technology in driving process efficiencies through creation of trust
mechanisms across agencies resulting in near real time tracking of activities and progress on tasks

» Explore creation of platform for 3 levels of government to collaborate to create a seamless experience
for business owners
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PUBLIG-PRIVATE COLLABORATION

The project was a collaborative effort between the public and private sectors, with each organization bringing important skills and knowledge to the
table.

Private Sector Eﬁbomario Provincial Government Mlnnnmn Municipal Government
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Deloitte mm Municipal ) Subject matter expertise
. ° ) Subject matter expertise Hcensing & ﬁger:suizlcmal business

D|g|ta| EE on provincial business g

registration

) Digital government services [ [ ) _
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and practices I+I Integration Cluster S 2ion ) Exposure to blockchain
technology
) Exposure to blockchain technology \ J
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» by Deloitte Canad? Federal\Government
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) Blockchain technology development £;> . ) Economic development
T Ontario through new & emerging I*I Innovation, Science and
P MEDG Economic Development Canada

technologies
) Digital services innovation

OO =@
mccarthy _ _ ) Modernized services for business
tetrau It AG CO ) Subject matter expertise
Aol G on liquor sales licensing
) Advisory capacity on cyber
security, data privacy, and J . J
information governance
- ﬁ Common Drivers ﬁ Q
— Technology & Innovation — — Data Sharing — — Business Burden Reduction —

— Efficient Service Delivery — — Economic Development — — Modern Regulator —



METHODOLOGY

« Utilized hybrid agile methods for iterative » Mobilized expertise from three levels of
concept refinement, prototyping, testing, government and private sector to design
and planning
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EXECUTION APPRUACH

75
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COLLABORATION

and build the platform

» Regular engagements with technical, » Used online collaboration tools for
policy, and business verticals across the effective planning, information sharing,
participating agencies to refine the design and scope management
and manage issues

Sprint Cycles — 3 x 4 weeks

@ @

DESIGN DEVELOP TEST CHECKPOINT

SPRINTS | to 3

CADENCE

* Daily core team scrums and bi-weekly
working team sessions to track progress,
demo and test capabilities, and plan &
refine scope

* Monthly Steering and Advisory Committee
sessions for quick decision-making and
gathering of feedback & insights

Retrospect — 2 weeks

®) @

DOCUMENT  CHECKPOINT
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CURRENT STATE USER JOURNEY

Registrant must:

Jennifer (Citizen)
decides that she
wants to open a
restaurant business
in Toronto. She has
never owned a
business before

interact with multiple government entities across different channels, providing identical information
& supporting documents multiple times

* move the process along by advising one agency when another has completed their activities

Apply for Bank
Loan

Register Business in Ontario Get Municipal Business Licence Get Liquor Licence

Jennifer physically
(or via mail) A

requests a liquor
sales licence from

physically goes
to a bank for a
loan to start the
business

[ 2
[ 2

Jennifer physically goes to City of A
Toronto’s Licensing Office to submit an
Application along with supporting

Jennifer creates an acf&dht

L

£

using the portal for a
New Business, providing o e

information required to
incorporate her business
and register a business
name

Business Registration
and BN sent to Jennifer

documents (including Articles of
Incorporation)

2B

' : -
Munlupal Business AGCO, prov|d|ng
supporting

docun@ﬂ tion
s

Licence is granted
to Jennifer after
physical
verification of
documents

e Liquor Licence
granted to Jennifer
after physical

verification of
supporting documents v

5= ontario Canadi (i Tononto AGCO FESE]
Services
v New BN issued and v v
N\ sent to ONBIS 4
< CRA BN Progress Computronix E 9 RBE
ONBIS Reqistr Software Regulatory CIBC
System N S gstemy Licensing Assurance ~—
. y System Solution
J Request for a BN \
sent to CRA

providing all the
required licences

ad permés
Elijpd
—in.

Y

[Systems of Record (SoRs) of each Partner involved in the value-chain]
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Jennifer (Citizen)
decides that she

wants to open a
rb'lrant business
i

Common Portal

Client applies for:

Businegs Jicorporation & Client aprr:

Busin%ame * Preliminar}€Zoning Review
ist#liti *  Municip iness Licence

Register Business in Ontario

.

Through a single window,
client applies for:
Incorporation & Business

Get Municipal Business Licence

bl ToRoNTO

Client aplies for:
* Lig les

Deloitte.

Client applies

for:

Apply for
Loan

0dl
Ban

arth
fetraure Y

k

g;rReBRe_glstratlllon . — enni e(ro pRySIca i% Jennifer
° usiness Number ' physically goes
P . @ Jennifer physically goes to City of Toronto’s requgsts aliquor to a bank for a
° Pl’e|lmlnary Zon|ng Jennifer creates an account s Licensing Office to submit an Application e . sales lmence_frf)m e loan to start the
Review using the portal for a Business Registration along with supporting documents (including Mé'sipal Business AGCO, providing #=fuor Licence granted business
= . New Business, providing o o and BN sent to Articles of Incorporation) G Licence is granted d supporting e to Jennifer after o providing all the
Mu nICIpaI Business ) |nfomr11at|obn required tg Jennifer e Lohi;?ggler after ocuﬁgmauon physical verification required Iicen@
. incorporate her business an = — f and permits
Licence register a business name s =2 verification of gupporting e
. - dociments
* Liquor Sales Licence eﬁ TS
o 8:7 Ontario Canadi (| ToRonTo AGCO Financial
g Services
=
b \ 4 New BN issued and A 4 \ 4
& N\ sent to ONBIS - E 2
o < Progress Computronix RoC
e ONBIS CRA Software Regulatory i =
. . =
° System N System Licensing Assurance ~
o - .
0 Data Exchange Layer = Requestford BN System Solution
To pass information from = sent to CRA
one entity to the other £
(%))
a Common Portal A ya

To provide a one-stop

solution for the registrant

Simulation of SORs and APIs
To mimic the existing SORs at each
entity level

Private Ethereum Blockchain Network
(Inter-governmental data sharing)

Smart Contracts

Distributed data/file store (IPFS)

/\W}\

Public Ethereum Blockchain Network
(data sharing with external parties)




JUTCOME - WHAT WAS AGHIEVED
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* Developed both private and
public instances of an Ethereum
blockchain network successfully

» Simulated client’s and
government agents’ user
experience and interactions
through a Salesforce-based
portal

» Developed an access control
framework to manage data
access and encryption

* Interfaced with an internal
government system (City of
Toronto PPR Intake System) to
prove blockchain
interconnectivity with line of
business systems

« Validated use of blockchain for
secured & permissioned data
sharing among government
entities

 Demonstrated auditable nature
of blockchain records and its
inherent tamper-proof nature

» Made use of smart contracts to
establish trust among partners in
the ecosystem

» Confirmed ability to connect
blockchain to an API-enabled
government system

* Increased knowledge & technical
blockchain competencies with
technology teams across
participating government
agencies

» Guided Ontario GSIC technology
teams to setup an Ethereum test
node in OPS environment and
connect to the POC solution
network

* In discovering current state data
collection requirements and
workflows between programs,
generated opportunities for
process optimization

T B,
. .

* Identified the need to assess &
determine the optimal blockchain
platform in order to scale the
solution

 Analysis & resolution of
legislative and policy
impediments, including
information privacy, customer
consent, and record retention
rules is needed

A robust governance structure
along with a Solution Owner
accountable for stewarding the
sustainment and operations
models would need to be in
place
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LESSONS LEARNED

* Blockchain is not a replacement (but a supplement) for existing government systems & applications
* Ethereum can keep data tamper-proof and facilitate exchange of private client data through a private blockchain network
» Ethereum blockchain is not:
— designed to store & manage large amounts of data
— equipped with native access control functionality (so must be built on top)
* The blockchain technology can integrate as easily as other technologies into an existing APl-enabled government system

* A robust governance structure is required, including identifying an overall solution owner to address day-to-day operations
* The solution operating model (Private, Public, Hybrid) and its participant requirements needs to be defined

* There is significant potential value by extending the solution beyond government to providers like banks

* Production support & sustainment models will need to be reassessed and augmented to account for blockchain requirements

* The decentralized nature of blockchain enables a streamlined on-boarding process for varying types of participation and
integration (data providers vs consumers)

* As blockchain technology is rapidly changing and evolving, the sustainment model must account for the need to keep up to
date with the continuous technological developments
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LESSONS LEARNED

* Blockchain improves auditability because records are verified in near real-time
* Upon determination of the solution ecosystem, assessment of data sharing requirements will be required
* Reliance on these digital records may require changes and/or updated interpretations of legislation and policies

* The role of personal and corporate privacy and consent is foundational to the solution

* Increase in overall speed of exchange of information between agencies and users reduces economic burden
* The real-time, automatic execution of logic in the blockchain solution can reduce costs
* The immutable nature of blockchain reduces the risk of fraud, and invalid transactions from occurring

* Configurable nature of a blockchain opens the potential of adding new capabilities to existing services and processes across
the ecosystem in order to better serve the needs of the customers

* Many of the skills already in government can be supplemented with the skills necessary to support blockchain technologies
* The solution owner’s technical resources will require specialized skills

* Specific training needs to be assessed for development of internal talent
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LONSIDERATIONS: MOVING PAST THE POG

41 |
Business

impact

~
/
Compliance

Talent

Business case to articulate costs & benefits and secure funding
for scaling and implementing a blockchain solution is needed

Educating agencies and the business community on the value
of registry, licences and permits powered by blockchain is
essential for their solution adoption

Unique requirements for data ownership, access and privacy
in a decentralized platform need to be explored

Legal, policy, and legislative impediments that may prevent the
solution from scaling and reaching its potential need to be
identified and resolved

Assessment of the talent and training needs is required to
determine readiness of the agencies to adopt blockchain

Assessing current organizational maturity of ecosystem
participants (digital & technical readiness) will determine the
solution roadmap

A central body to govern the overall solution is required to
define core guiding principles & facilitating decisions on data

Overall operating model and ecosystem partner identification
is required to define business and technical requirements

O

Engaging with the restaurant industry will be required to create a COnsOrtium
client-centric approach to co-creating new government services

Assessment of technology platforms needs to be conducted to o.I I.o
better understand the right solution as per business needs | I

Impacts of blockchain solution from the perspective of cyber

i i i Techn
security, threat risks and privacy need assessment echnology

» An onboarding process and package needs to be defined to

* Production support and maintenance model for a

integrate new members in a seamless manner o*

decentralized solution like blockchain requires further i
Operations

investigation
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POC SOLUTION ARCRITECTURE

Salesforce com
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Registrants

Zf Ontario

ON Gov. User

0 ToroNTo

City of Toronto User

E; Ontario Canada

AGCO

AGCO User PPR
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Deloitte’s Business

Ontario Staff Portal

loronto start

AGCO Staff Portal
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: Bank User
J

Bank Staff
Connect (simulating SOR transactions) B ,ﬂﬂﬁgﬁé' (simulating SOR transactions) Porta
Force.com Rlatform
Amazoh AWS
Blockchain Middleware
|
Private Blockchain Network (Ethereum and IPFS) — Public API

N BizC
i Node

Prov
Node

BizC
Node

Prov
Node

Smart Contracts

Federal Licence Provincial Licence Mun. Licence Access Control

Public Ethereum

Network _
BizC
Node
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Web
Interface

APIs

r==; City of Toronto
L Integration

Blockchain
Node

. IPFS Node
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EXAMPLE DATA FLOW

a IPES Network elncorporation Contract

Articles of Incorporation PDF || Articles of Incorporation
4 e Jennifer fills out the form with all of her information IPFS Address
fa'a Directors/Officers Information:
sgps ® O 0O O O 0 O 0 O Jennifer Jones, Corporation Name:
Jennifer wants to submit an incorporation e jenjones@gmail.com, Jennifer Ventures
request through the business portal © e Canadian, Incorporator, Request Date:
it Equity: 51% 04/27/2017
CONTACT INFORMATION ® TOQ 0H8 Status: ACtIVE
pe informatan o th prcn we shoukd comtct i i ling Thiparsn Large data fields and Key fields, statuses and IPFS
P T e documents are stored and addresses are managed in the
managed on the IPFS network Ethereum incorporation contract
MIDDLE NAME T ?
R I
Pl st Form submission initiates a blockchain transaction

e containing on-chain data Iﬁelds
EMAIL ADDRESS ™

[

Corporation name

. Operating name
o Dgta Field Directors/Officers Information
Sovefor later ontent Request Date

EXTENSION

Transaction

\ 4

‘ Salesforce

interaction o . Form data is saved within the platform to be used in
Ethereum Blockchain interaction future forms

‘ IPFS Blockchain interaction > Force.com Platform




