PSCIOC/PSSDC PRIVACY SUBCOMMITTEE
ACTIVITY REPORT
FOR
FEBRUARY 2019

The Privacy Subcommittee - Overview

The PSCIOC / PSSDC Privacy Subcommittee was established in the1990s. Initially a subcommittee of the Public Sector CIO Council,
for the last number of years, it has reported jointly to the Public Sector CIO Council and the Public Sector Service Delivery Council.

Membership ideally includes representation from all levels of government including federal, provincial, territorial and
municipal. Members of the subcommittee are typically from government bodies that provide central access and privacy services
(advice, policy, legislative support, etc.) for government, along with several major federal government departments.

Mandate
The Mandate, described in the Terms of Reference, is threefold:

» To provide a national forum for the exchange of information relating to access to information/Freedom of Information and privacy
research, best practices, training, IT products, and other resources, in support of public sector programs and objectives;

» To support the mission of the PSCIOC "to enable enhanced service to the Canadian public through collaboration across
governments and demonstrated leadership in the management of information and technology"; and

* To support the mandate of the PSSDC to “share information, develop partnerships and facilitate potential solutions that can be
used to improve public sector service delivery” by playing a leadership and coordination role in matters related to access to
information and privacy protection.

Meetings, Conference Calls and Other Communications

The Subcommittee Terms of Reference notes that at least one formal meeting will be held each year. Where practical, these meetings
will be held in conjunction with access and privacy conferences or other similar events held throughout the country.

The group had a very productive meeting in Toronto in October 2018. This meeting was well attended with representation from
almost every jurisdiction in-person and by teleconference. Some of the topics discussed included GDPR, centralized access and
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privacy services, case management solutions, prominent legal cases, privacy training, and amendments to legislation. There were in-
person presentations from federal government representatives, Ontario’s Information and Privacy Commissioner, and several members
of the Ontario government.

The next meeting will be scheduled for Fall 2019.

The Subcommittee supplements the face to face meeting with regular conference calls. Working groups, project groups and other
sub-groups of the Subcommittee will hold additional calls as required to conduct business. The subcommittee received approval from
the Joint Councils to move forward with a new working group on GDPR. This group has been meeting on a regular basis and more
information is included in the update that follows. It is co-chaired by BC and the federal government. The purpose of the working
group is to come to a consistent understanding of a complex piece of legislation with a significant compliance regime and to share
information that will impact all jurisdictions.

Members also regularly use e-mail to ask questions of other members, to learn from the experience of others, and to share information
about activities within their jurisdiction.

Over the past six months, there has continued to be an active dialogue on issues such as privacy breach protocol/reporting, open
government, shared services models, legislation, fee structures and common FOI requests.

Workplan - Updated to January 2019

Over the past few in-person meetings, the subcommittee has discussed major objectives to add to the work plan. Some of these items
are still ongoing. In addition, the group has been tasked with some deliverables from the Joint Councils that has been added to this
list. It focuses on the following areas:

1. Identify common metrics (e.g., fees, privacy breach reporting, access requests, and proactive disclosure) and develop a
reporting schedule. Once we have developed a set of consistent metrics, this information can be readily available to all
jurisdictions to assist with access and privacy planning.

a. Status Update — the group has identified a number of common metrics for privacy and access across jurisdictions.

Some of these include on-time percentage for access requests, number of access requests, number of reported privacy
breaches, cost to complete an access request. Some statistics, such as the number of requests received per capita,
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number of processing days for each jurisdiction and access request response types have now been compiled. Further
discussion on this topic will occur during monthly conference calls and in-person meetings.

2. Develop a shared document library. This could be in the form of a SharePoint or like site that can be accessed by all members
of the subcommittee. Members currently spend a large amount of time canvassing the group with similar or duplicative issues
because there is not a shared document library. This is essential once common metrics have been developed (as per above) to
help streamline information sharing.

a. Status Update — the group has struggled to find a reliable and secure method for storing, sharing and updating

documents. There are two options that need to be explored further — the repository hosted by the Joint Councils and a
sharing and collaboration space hosted by the federal government.

3. Streamline privacy impact assessments. This group was asked by the Joint Councils to look into options for streamlining
privacy impact assessments.
a. Status Update below.

4. GDPR working group. The privacy subcommittee will be leading a group to discuss the impacts of the new regulations on
Canada.
a. Status Update below.

5. More closely align the work of the subcommittee with the Joint Council initiatives. The group is working with the

recommendations from the Framework working group, and will continue to report in to the Joint Councils as well as take on
work as recommended by the group.

Action Items from Feb 2018 Joint Councils
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Action Item Assigned | Status Update
#2B | The GDPR Group is currently focussed on 2018-07- | Pending | *  Terms of Reference have been finalized with the group, as
analyzing guidance on extraterritorial scope | 30 has the Work Plan.

from the European Commission to help
determine which public sector activities may
fall within scope of the GDPR, which will not
and where further analysis is required.

e  The working group meets bi-weekly meetings with active
participation.
e Our first two deliverables are complete:

e A “GDPR 101” presentation by Charles Taillefer (ISED,
GDPR WG Co-Chair)

e Jurisdictions that have previously developed materials
on GDPR have shared those with the group.

The other deliverables in the work plan are in progress,
including:

e Debriefs on the federal government’s engagement
activities with the European Commission; and,

e |dentifying existing legal advice as well as mechanisms
for sharing advice and/or policy guidance that reflect
jurisdictional position on key questions.

o We've set up a space to collaborate and share materials
on GC Collab and have established a practice of bi-weekly
“Share & Tells” whereby each week a different jurisdiction
shares a news item related to GDPR of note to help us stay
abreast of how implementation is unfolding and to encourage
group participation.

e Multipurpose Messaging and a Decision Tree tool is still
being developed and updated. These tools will help to work
through different use cases and sort them into the following
categories: “Out of Scope from direct application of GDPR”,
“Possible application of GDPR”, “Likely application of GDPR”.
e  This work will help us to determine in what
circumstances:

e Information that is already known can help us to
answer questions we have;

o  Work will likely be required by public bodies to come
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into compliance with GDPR; or,
e We will need to await further guidance from the
European Commission and/or legal advice.
e  The working group is on track with the Work Plan that has
been reviewed by the group and submitted to JC. Any items
that have not been actioned or are not already in progress are
pending dependencies with actions that are currently in
progress.

#7

Privacy Sub-Committee to report back to the
Joint Councils on request related to
information on streamlining privacy impact
assessment and connecting the work of this
group to the digital identity priority and the
work around cybersecurity and cloud
working group.

2018-02-
21

Pending

1) PIA streamlining was discussed at the recent in-person
meeting of the privacy subcommittee in Toronto last
week. The group has committed to exploring options
for this work internally. Once the group has been
established and meet, we plan to report back on
expected timelines and deliverables.

January update — PIA group has set up space on GC
Collaboration for future work and established a list of
topics for the next discussion.

2) We have attended, met with and/or briefed each of
the Cloud and Digital Identity groups and made sure
they were aware of the work of the Privacy & Access
Subcommittee and that we are open to and available
for collaboration or consultation. In January we met
with the co-chair for the subcommittee for Information
Protection and have established a schedule to on-going
quarterly meetings.
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Watching Brief / Information Sharing / Face to Face Meetings

Since the Privacy Subcommittee also plays an advisory and community of experts’ role, there is significant time spent in keeping
abreast of any new legislation, polices, breaches and issues such as the emergence of Open Government initiatives and their
impact on government.

Next Meeting

Next in-person meeting will take place in Fall 2019 with location TBD. Monthly conference calls continue on a monthly basis on
the second Tuesday of each month.

TAB 9.A.2 Privacy Sub-Committee Workplan Update February 2019

Page 6



PSCIOC/ PSSDC PRIVACY SUBCOMMITTEE

ACTIVITY REPORT

Privacy Sub-Committee Membership List

Saskatchewan
Ministry of Justice
Access and Privacy Branch
1510-1855 Victoria Avenue
Regina, Canada S4P 3T2

Aaron Orban

Executive Director

Phone: (306) 787-3316

Email: aaron.orban@gov.sk.ca

Lori Sabiston
Manager/Consultant

Phone: (306) 798-0222

Email: Lori.Sabiston@gov.sk.ca

Courtenay Phillips

Legal Policy Analyst

Phone: (306) 798-0032

Email: courtenay.phillips@gov.sk.ca

Anita Ingram

Director Program Priorities and Strategic Alignment
Phone: (306) 787-0391

Email: Anita.Ingram@gov.sk.ca

Alberta
Service Alberta
FOIP Review and Transformation Division
Strategic Services
3 Floor, Commerce Place
10155 - 102 Street
Edmonton, AB T5J 4L4
Fax: (780) 427-1120

Veronica Chodak

A/Executive Director, FOIP Strategic
Phone: (780) 644-4964

Email: veronica.chodak@gov.ab.ca

Joanne Gardiner

A/Director, FOIP Corporate Services
Phone: (780) 422-7326

Email: joanne.gardiner@gov.ab.ca

British Columbia
Citizens’ Services
PO Box 9493, Stn Prov Govt
Victoria, BC V8W 9N7

Keleigh Annau

Manager, Privacy Policy

Corporate Records and Information Management
Phone: 778 698-2811

Email : Keleigh.Annau@gov.bc.ca

Chad Hoskins (Chair)

Executive Director, FOI

Information Access Operations

Corporate Records and Information Management
Phone: (250) 356-7343
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Email: chad.hoskins@gov.bc.ca

Manitoba
Information and Privacy Policy Secretariat
Manitoba Culture, Heritage and Tourism
3 Floor — 200 Vaughan Street
Winnipeg, MB R3C 1T5
Fax: (204) 948-2008

Mike Baudic

Director, Information and Privacy Policy Secretariat
Phone: (204) 945-2523

Email: Mike.Baudic@gov.mb.ca

New Brunswick
Treasury Board
230 Hilton Road

P. O. Box 6000
Fredericton, NB E3B 5H1

Joanne Fletcher Sara Miller
Provincial Chief Privacy Officer Director, Access to Information Unit
Office of the Chief Information Officer Office of the Chief Information Officer
Phone: (506) 471-7774 Phone: (506) 476-0382
Fax: (506) 444-5236 Fax: (506) 444-3526
Email: Joanne.Fletcher@gnb.ca Email: Sara.Miller@gnb.ca

HSBC Place, 520 King Street

P. O. Box 6000

Fredericton, NB E3B 5H1

Cheryl Sweeney

Policy and Research Analyst, Access to Information Unit
Office of the Chief Information Officer

Phone: (506) 476-4298

Fax: (506) 444-3526

Email: cheryl.sweeney@agnb.ca

HSBC Place, 520 King Street

P. O. Box 6000

Fredericton, NB E3B 5H1
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Newfoundland and Labrador
Department of Justice and Public Safety
PO Box 8700
St. John’s, NL A1B 4J6

Sonja El-Gohary

Director

Phone: (709) 729-7128

Email: sonjaelgohary@gov.nl.ca

Northwest Territories
Department of Justice
PO Box 1320
Yellowknife, NWT X1A 2L9

Denise Anderson

Manager, GNWT Access and Privacy Office
Phone: (867) 767-9256 ext 82100

Email: denise anderson@gov.nt.ca

Federal Government
Innovation, Science and Economic Development Canada
235 Queen Street
Ottawa, ON K1A OH5

Jane Hamilton

Senior Policy Advisor, Privacy and Data Protection Directorate
Phone: (613) 991-0049

Fax: (343) 291-3802

Email: Jane.Hamilton@canada.ca

Federal Government
Treasury Board of Canada Secretariat
Address: 90 Elgin Street, 4th Floor
Ottawa, Ontario, K1A OR5

Ruth Naylor

Executive Director, Information and Privacy Policy Division
Phone: (613) 369-9647

Email: Ruth.Naylor@tbs-sct.gc.ca

Barbara Dundas

Director, Privacy Policy

Phone: (613) 369-9643

Email: Barbara.Dundas@tbs-sct.gc.ca

Fiona MacLeod

Director, Access to Information Policy
Phone: (613) 369-3829

Email: Fiona.MacLeod@tbs-sct.gc.ca

Barry Kong

Director, Outreach and Operations
Phone: (613) 369-9710

Email: Barry.Kong@tbs-sct.gc.ca
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Nova Scotia
Information Access and Privacy (IAP) Services Department of Internal Services
PO Box 72
Suite 1201, 5161 George Street
Halifax, NS B3J 2L4

Maria Lasheras

Chief Information Access and Privacy Officer
Phone : 902-424-2719

Email : Maria.Lasheras@novascotia.ca

Kathy Hartlen

Manager, Privacy Program

Phone: 902-424-7932

Email: Kathy.Hartlen@novascotia.ca

Nunavut
Executive Intergovernmental Affairs
PO Box 1000, Stn. 200
Igaluit, NU X0A OHO

Jessica Young

Manager, Territorial ATIPP Office
Phone: (867) 975-6044

Fax: (867) 975-6091

Email: jessica.young@gov.nu.ca

Ontario
Ministry of Government and Consumer Services
Office of the Chief Privacy Officer and Archivist
Information, Privacy and Archives Division
134 lan MacDonald Blvd., 3" floor
Toronto, ON M7A 2C5
Fax: (416) 327-1992

Violeta Quintanilla-Webb

Director, Enterprise Recordkeeping, Access and Privacy Branch
Phone: (416) 327-1467

Email: Violeta.Quintanilla-Webb@ontario.ca

Marlene McRae

Manager, Access and Privacy Strategy and Policy
Phone: (416) 327-2084

Email: Marlene.McRae@ontario.ca

Charlottetown

Prince Edward Island
Justice and Public Safety
16 Fitzroy Street
PO Box 2000

PE C1A 7N8

Kathryn Dickson
Provincial Manager, Access and Privacy Services
Legal and Policy Division
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Phone: (902) 569-0568
Email: kedickson@gov.pe.ca

Yukon
Highways and Public Works
PO Box 2703
Whitehorse, YK Y1A 2C6

Jeffrey Sunstrum

Senior Access and Privacy Analyst
Phone: (867) 667-3510

Email: jeffrey.sunstrum@gov.yk.ca

ICCS Secretariat

Maria Luisa Willan,

Manager National Councils

Phone: 437-999-6254

Email : marialuisa.willan@ontario.ca

TAB 9.A.2 Privacy Sub-Committee Workplan Update February 2019

Page 11



mailto:kedickson@gov.pe.ca
file:///C:/Users/orlandosottilejan/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/ZZ86VQDZ/jeffrey.sunstrum@gov.yk.ca
mailto:marialuisa.willan@ontario.ca

