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A WORLD GONE DIGITAL
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Cybersecurity and Risk Management

Digital Government

Cloud Services

Consolidation/Optimization

Customer Relationship Management

Budget, Cost Control, Fiscal Management

Legacy Modernization

Data Management and Analytics

Broadband/Wireless Connectivity

Innovation and Transformation through Technology
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CIO’s Top 10 Priorities
2020 Survey says…

Source: NASCIO.org
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75% of small businesses store corporate 

confidential information on externally hosted 

web-services while 48% of large businesses 

do.
21% of Canadian businesses reported that a 

cyber security incident affected their 

operations.66% of Canadian businesses have employees 

using personally-owned devices to conduct 

business.

Canadian Context – Cyber Security

76% of incidents attributed to an external 

perpetrator had monetary or ransom payment 

as motive.Between 80% and 90% of all businesses 

currently hold insurance coverage for direct 

losses due to attack or intrusion.
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The 2018 National Cyber Security Strategy: Canada’s Vision for 

Security and Prosperity in the Digital Age, introduces a new strategic 

direction for cyber security in Canada.
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Information 
Technology 

Security 
(CSE)

Security 
Operations 

Centre 
(Shared 
Services 
Canada) 

Canadian 
Cyber 

Incident 
Response 

Centre 
(Public 
Safety)

We are the single unified source of expert advice, guidance, services and support 

on cyber security for government, critical infrastructure owners and operations, the 

private sector and the Canadian public.

Centralizing Cyber Security Expertise
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CSE’s Role in Cyber Security



CERRID #######

PAGE 8

UNCLASSIFIED

8

CERRID #######

PAGE 8

UNCLASSIFIED

8

The CSE Act: Authorities and Capabilities 
In Force: August 1, 2019
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Increased Cyber Security Service Scope

National 
Defence Act

(NDA)

CSE could provide advice, guidance and services to protect 
information infrastructures of importance to the GC.

CSE Act

CSE is now authorized to provide more robust cyber 
defense services by deploying its cyber defence tools to 
critical non-Government networks designated as being 
of importance to Canada. 
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We are the single unified source of expert advice, guidance, services and support on 

cyber security for government, critical infrastructure owners and operations, the private 

sector and the Canadian public.

National-level 

outcomes

Information and 

information systems of 

importance

Complement public & 

commercial capability

How does the Cyber Centre help? 
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Who Do We Serve
We welcome partnerships that help build a stronger, more resilient cyber space in Canada. We hold unclassified, 

multi-purpose spaces for the joint use of government, private industry and academia.

Government • We are the centralized voice and resource for senior leadership in 
government on cyber security operational matters.

External Partners
• We are the primary federal government point of contact on cyber security 

operational matters for external partners, including incident response and 
coordination.

Law Enforcement • We are the single authoritative source of technical cyber security expertise 
to support lead agencies in their policing, security and intelligence work.

Canadians
• We inform, communicate, and educate Canadians about cyber security 

issues by providing clear, practical advice backed up by unique expertise 
and insight.
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Enabling a Cyber Secure Digital Canada

•Safeguard Canada 
with advanced 
cyber security 
capabilities

Protect

•Provide trusted 
and authoritative 
cyber security 
advice and 
guidance for 
Canada

Inform

•Strengthen 
Canada’s cyber 
security capacity 
through expertise, 
innovation and 
partnerships

Empow
er
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Protect

 Risk Mitigation Programs

 Incident Management Support

 Automated Information Sharing 

Services

 Network Defence

 Cryptographic Services

 Collaborative Cyber Defence 

Projects

Protect

Inform

Empow
er
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Protecting Government of Canada Networks

 We detected and confirmed a cyber-intrusion by a highly 
sophisticated Chinese state-sponsored actor on the computer 
networks of the National Research Council (NRC)

 This involved collaboration between NRC, SSC and other 
Government of Canada IT security partners 

 Many cyber defence methods were used in the tracking and 
mitigation of this cyber intrusion against NRC
● The lessons learned from this incident helped improve and perfect these 

tools and techniques

Assembly Line is an open-

source Cyber Centre tool that 

was used to detect and analyze 

the malware during the 

compromise.
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Inform

 GetCyberSafe Public Awareness Campaign

 Technical Advice and Guidance 

 Strategic Cyber Threat Assessments

 Cyber Health and Trends Reporting

 Cyber Event Notifications and Reports

Protect

Inform

Empow
er



CERRID #######

PAGE 16

UNCLASSIFIED

16

CERRID #######

PAGE 16

UNCLASSIFIED

16

GetCyberSafe Campaign
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CSE Top 10

 Full set of cyber threat 

mitigation measures for any 

size organization

 Based on analysis of cyber 

threat activity trends to 

counter most current cyber 

threats
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Controls Recommended

Develop an Incident 
Response Plan

Automatically Patch 
Operating Systems and 

Applications

Securely 
Configure 
Devices

Enable 
Security 
Software

Use Strong 
User 

Authentication

Provide Employee 
Awareness 

Training

Establish Basic 
Perimeter 
Defenses

Secure 
Mobility

Backup and 
Encrypt Data

Implement Access 
Control and 

Authorization

Secure Cloud and 
Outsourced IT 

Services

Secure 
Portable 
Media

Secure 
Websites
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 Partnerships (CI Sectors)

 Learning and Innovation Hub

GeekWeek Collaboration Event

 Academic Outreach

 Research and Development

Empower

Protect

Inform

Empow
er
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 Electronic delivery (free), including: 

● 601-Introduction to IT Security Management

● 604-Overview of IT Security Risk Management ITSG-33 Exec 
Summary

● 606-IT Security Fundamentals for IT Practitioners 

 Classroom, including:
● 104 - IT Security Risk Management: A Lifecycle Approach (ITSG-33)

● 105 - Information System Security Implementation Process (ISSIP)

● 107 - Cyber Security in the GC for non-IT Employees

● 109 - Cyber Security in the GC for IT Practitioners

● 110 - Cyber Security in the GC and Online Exposure

● 111 - Cyber Security in the GC for Home and Telework

● 115 - Introduction to Cloud Computing in the GC

● 345 - Cybersecurity for Wireless Communications
● 701 - IT Risk Management and Security Control Profiles

 WebEx Sessions available (max. 25)

UNCLASSIFIED
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What Do We Do

PTM services leveraged today
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How are Canadian Networks at Risk?

 Foreign states

 Hacktivists

 Criminals

 Terrorists

Threat actors can steal or distort 
information, corrupt operations or 
program the computer to exploit 
other computers and the systems to 
which it is connected.
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Targets of cyber threat activity 

Focus on things that have value 

• To people

• To organizations

• To governments
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State-Sponsored Cyber Threats

 State-sponsored cyber threat actors will continue to 

conduct cyber espionage against Canadian 

businesses and critical infrastructure to advance their 

national strategic objectives

 More nation-states are developing cyber tools 

designed to conduct cyber espionage

 Nation states will use what works

 Attribution remains difficult

UNCLASSIFIED
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Supply Chain Threats Throughout a System’s Lifecycle 

 Every link in a global supply chain can pose a 

threat to cyber security 

 The earlier a threat occurs in the development 

lifecycle, the more significant the potential impact

 Supply chain weaknesses are a valuable avenue 

for malicious activity for cyber threat actors

UNCLASSIFIED
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RANSOMWARE IN NUMBERS (Ref. Deloitte, 2019)

 Average ransom payment of $50,000

 A new business targeted every 40 seconds 

worldwide

 Above 50% ransomware infections originate from 

Remote Connections (RDP) compromise

 40% of Canadian companies opted to pay for 

ransom 

 Data recovery rate of 80%
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Business Value

IP Theft Availability of 
systems

Service 
Delivery

Economic 
Loss

Innovative 
Edge

Damage to 
Reputation
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What to focus on:

 Internal Governance

● Is cyber security a maintained priority?

 Investment

● How much are you focusing resources on cyber security? 

 Resilience

● How prepared are you for a cyber attack? 

 Supply Chain 

● Do all components of your supply chain have adequate cyber protection? 

 Collaboration

● Work with commercial cyber experts, coordinate community efforts and 
leverage GC advice and guidance 
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What should you do?

 Focus on the essentials (Planning, Policy, Process)

 Special treatment for high-value information

 Build cybersecurity into institutional governance

 Have a recovery plan

 Increase people’s resiliency 

UNCLASSIFIED
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IN CYBER SECURITY, 
COLLABORATION IS THE KEY TO 

SUCCESS

The Centre’s new facility will allow private and public sector organizations to work side-

by-side on Canada’s most complex cyber issues 

► Open and accessible

► Large unclassified footprint

► Innovation spaces for collaborative 

work

► Co-development opportunities 

UNCLASSIFIED
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How the Canadian Centre for Cyber Security helps

1

Awareness Reports 
and Notifications

Access Actionable 
Cyber Threat 
Intelligence

2

Tools to Assist Cyber 
Defence Teams

Strengthen Your 
Defence Capabilities

3

Report a Threat to 
the Cyber Centre

Leverage the Cyber 
Centre’s Expertise

4

Community 
Building

Further Cyber 
Security Together

What can you get from the Cyber Centre? 
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Who to Contact and When?

• Child exploitation, trafficking of child 
porn, sextortion etc.

• Cybercrime

• Ransomware, Money Laundering, Identity 
Theft, Cyberbullying, etc.

• Personal phishing email, telemarketing, 
tax scam.

• Cyber incidents, to report on malware and 
share malware samples, to request Advice 
and Guidance.
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Engaging the Cyber Centre 

Register with 
the Cyber 
Centre for non-
public alerts 
and 
information

Leverage 
publicly and 
commercially 
available 
expertise in 
improving your 
capabilities and 
resilience

Contact Us

• When you 
experience a 
cyber incident

• If you have 
cyber security-
related 
questions

Have an idea or 
project that 
could greatly 
benefit the 
ecosystem? We 
want to hear 
from you!
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CONNECT WITH US

contact@cyber.gc.ca

www.cyber.gc.ca

@cybercentre_ca

@cse_cst

Call 613-949-7048 or 1-833-CYBER-88


